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Cloud Computing 
Introduction

Cloud computing is quickly replacing in-house servers, with companies outsourcing their processing and storage needs to save money and increase efficiency. Virtually every business in the world is already using a “cloud” service whether that’s through online email storage or a promotional Facebook account. A company using the ‘cloud’ simply needs access to an internet connection to retrieve information from anywhere in the world. 
The expansion of cloud capabilities and growth of the internet enabled device market has led to companies as big as Coca-Cola adopting IT systems based around an outsourced cloud system. These developments have also lead companies such as IBM targeting investment strategies to capture market share.
Royal Mail believes it will save £1.8 million over four years simply by using a limited cloud service. The capital savings on offer to thousands of start ups makes this a remarkably good system. However the concept of the cloud also causes concern for security and liability when it comes to handling even the most basic of information. There is the extra risk for those handling sensitive and personal data i.e. will cloud computing leave them with a £500,000 fine from the Information Commissioner?
Security

When adopting a cloud system the primary concern is security. There are multiple plausible threats to moving your information offsite, from people lifting data with malicious intent to simple accidents that lead to the destruction or loss of data.  However these issues may be easily overcome with simple procedures.

The protection of your files begins on transfer. When uploading files to the cloud it is sensible to encrypt any files before they enter the cloud. This means that even if they are stolen they will be useless to anyone who doesn’t have the “Key”. 
Once in the cloud the providers all supply varying levels of security for their cloud networks. It tends to be generalised across the cloud however the basic level of security keeps rising with the market competition to be “the most secure cloud network”.

Cloud Providers Liability in the event of accidental loss or destruction

A file stored on a system whether it is a document or an application could easily be lost, through no deliberate action. This is a real concern during these early days of Cloud Computing, one that IBM, Microsoft, Amazon and Google are directing a lot of assets at. The competitive nature of the cloud technology market is beneficial to clients on the whole but its worth remembering that many of these companies deliver their services for free. This means that regardless of competition there is a market wide reluctance to accept liability. Pricing models may still be at the early stages of development but as the market develops it is looking possible that cloud providers may build premium services for clients looking for insurance. Until that stage cloud services are making it clear that they won’t accept responsibility for accidental file loss or destruction. Couple this with no real legal precedent and you have an area of very real concern for potential clients.
International Concern

Non-personal data will often be stored by a cloud service across several multinational servers. This means unless users impose specific arrangements, non-domestic storage is simply a reality of cloud computing. 

Companies ought to be aware of is the international aspect. Many potential customers would rather have their data stored within their own country. This can be overcome in contract, for example if the MOD wished to sub-contract a cloud provider it would probably wish the information to remain on domestic soil. They could contractually tie the provider to an agreement stating that their information will not leave the UK. 
Companies dealing with the Data Protection Act 1998
When it comes to personal data, the legality of information processing is governed by the Data Protection Act 1998 and additional EC legislation. 

All companies who deal with personal data are deemed “data controllers” by the 1998 Data Protection Act (“the Act”). Controllers have an obligation to follow the 8 principles of the Act when processing private information. Failure to comply with the Act could lead to a fine of up to £500,000. When dealing with the cloud, the first seventh and eighth principles are particularly relevant.
First Principle 
The first principle to consider when wishing to instigate the services of the Cloud is:-. “Personal data shall be processed fairly and lawfully” This means that any subject of the personal information will need to be informed of and consent to this change in circumstance in the storage of their data. The Information Commissioner’s Office (ICO) states that consent must be given freely and clearly. You cannot simply have people opting in due to lack of action. 
Seventh Principle 
The Seventh principle states that. “Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data”
The key to fulfilling this principle is having a contract in place. This contract must ensure that you as a Data Controller do not transfer any form of control of the personal information to the cloud service. It is essential that the cloud service gains only the possession of information whilst the Data Controller maintains full control.
 
When the encrypted data is received by the Cloud it should be given equal if not greater protection than was in place before the transfer. The security arrangements should be agreed upon before the transfer and the level of protection should be outlined in the contract binding the provider of the cloud. Taking these actions should avoid the data being placed in undue danger and the transferor breaking the terms of the act.
Creating a contract between the two companies, rather than relying on standard terms and conditions, establishes a much greater level of security and culpability in the event of an accident. However the provider has to be willing to enter into an individual contract which at this stage in the growth of the market, is unlikely except in the case of a very large client. 
Eighth Principle 

The eighth principle dictates that personal data cannot be transferred outside the European Economic Area (“EEA”) without “an adequate level of protection”. This is not to say a controller cannot transfer data outside the EEA, They can, provided that certain requirements are met. 

If the destined country is beyond the EEA the company must look to the third party countries already deemed to have “an adequate level of protection” these include;
	


Andorra, Argentina, Canada, Faroe Islands, Guernsey, Isle of Man, Israel, Jersey and Switzerland and there is a ‘safe harbour’ agreement with the US.
If the destined country has not been declared adequate by the EU however the company itself can employ an adequacy test to ensure their data will be as secure there as it would be in the UK. The ICO has published such a test with a clear procedure to follow (ICOGuide) If the data controller can prove that the chosen destination has met the ICO’s provided test then processing the data in non-EEA, non-EEA approved country will not breach the eighth principle. 
Conclusion

If you are careful, expanding into cloud computing is a very promising and profitable prospect. However it is essential that you do the necessary investigation into the systems you are trusting with your information. You should know the level of liability and the level of security that the proposed service provides before even the most basic information is transferred.
While all reasonable care has been taken in the preparation of this guide, no responsibility is accepted by MBM Commercial LLP for any errors it may contain, whether caused by negligence or otherwise, or for any loss, howsoever caused, occasioned to any person by reliance on it.  Individual advice should be sought before considering any of the matters detailed in this guide.
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