[image: image1.png]



DATA PROTECTION & DATA SECURITY

· The Information Commissioner has the power to impose fines on Data Controllers of up to £500,000 for “Serious Breaches” of the Data Protection Principles.
· Data Controllers must comply with the following 8 Data Protection Principles:
· Personal data is processed fairly & lawfully;
· Personal data is obtained for specified purposes & only processed for those purposes;
· Personal data is adequate, relevant & not excessive in relation to the purpose for which it is processed;
· Personal data is accurate & kept up to date;
· Personal data is not be kept for longer than necessary for the purpose;
· Personal Data is processed in accordance with the rights of the data subjects under the DPA;
· Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of personal data; 
· Personal Data shall not be transferred to a country outside the EEA without adequate protection.
· To avoid a fine, Data Controllers need to ensure that they can demonstrate to the Information Commissioner that they have taken all “reasonable steps” to prevent a breach of the Data Protection Principles. 
· The following steps should be taken by every Data Controller:
· Notify with the Information Commissioner and renew your notification each year;
· Conduct an audit & risk assessment so that you know what personal data your organisation processes and you have considered the extent of your compliance with the DPA;
· Ensure that you have staff policies and procedures in place regarding the processing, storing & transferring of personal data so that all your staff know and understand the importance of the DPA and security for personal data;
· Hold Data Protection training sessions for all the staff;
· Appoint someone in the organisation as a Data Protection “officer” so there is someone with responsibility for Data Protection compliance;
· Ensure that you have appropriate written Data Processor contracts in place with any third party who processes personal data on your behalf & conduct due diligence and audits on the data processors to ensure they have appropriate security measures in place; and
· Make sure your contracts with customers, suppliers & employees include appropriate data protection provisions so that you obtain the required consent from data subjects to process their data.
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